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1 Secure Online System - SOS 
Secure Online System (SOS) by Pacio Core Ltd of Saint Lucia, is a Decentralised Identity Provider (IdP). 

SOS provides an opt-in universal permanent self-sovereign online digital Id named SID for people and 
entities (businesses), allowing safe age and id verification, facilitating liberating and equalising 
participation in the digital world without fear, while meeting world security and privacy standards. 

SOS can become “universal” because it does not seek to be THE dominant Id system directly. Instead, 
it works with all national or other digital Id systems that gain traction, using a selection of the other 
digital Ids appropriate to a SID owner, with the other Ids ranked for a weighted veracity result per 
SID. The list and weightings are dynamic. Thus, SOS and SIDs are implemented not as a new data silo, 
but as an aggregator of existing IDs, ranked by veracity. 

SOS data is private, encrypted, and stored securely using blockchain technology. No data is sold or 
used for any purpose other than as approved by the SID owner. Data can be selectively revealed by a 
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SID owner, totally at their discretion. Creating, updating, and using a SID works with face/voice 
biometrics, no passwords. A device with at least a camera and a microphone is needed. 

SOS incorporates a guardians/executors system to allow processing in the event of injury causing 
biometric login to fail, or incapacity, or death, thereby handling succession issues. 

For entities, SIDs allow better recording of financial data, facilitating better management. 

SOS was conceived to provide digital Id for Pacio Triple Entry Accounting (TEA) systems, but the 
superior features of SOS make it the better option for all personal and entity digital Id needs. 

2 SOS Uses 

2.1 Personal SOS Uses 
SIDs for individuals, managed via Personal SOS Accounts, have the following uses:  

Privacy-Preserving Age Verification 
SOS provides age verification for any purpose, as for example is required for some social media 
access (age 16 in Australia now and more countries coming or likely including Spain, Canada, and the 
UK) or obtaining a passport, or a driving licence, or making alcohol etc age dependent purchase, 
without revealing identity, satisfying privacy standards. 

SOS does this by meeting the ISO/IEC 27566-1:2025 Age Assurance standard, providing a privacy-
preserving "Zero Knowledge" layer that allows users to prove eligibility (e.g. "16 and over") without 
revealing identity details, satisfying global privacy requirements, and meeting laws including the EU 
GDPR, UK Online Safety Act, Australia’s Online Safety Amendment (Social Media Minimum Age) Act. 

Easier Opening of Bank and Other Accounts 
SIDs will help with the opening of accounts requiring identification, and especially in underbanked 
jurisdictions subject to Financial Action Task Force (FATF) requirements such as applies in the 
Caribbean and other parts of the developing world. 

By replacing passwords and manual document scans with AI driven Face/Voice biometrics, SOS 
removes barriers for unbanked populations while offering a "Containerized" identity model that 
supports the Risk-Based Approach (RBA) mandated by the FATF. 

Safe Digital Economy Activity Participation 
Use of SIDs facilitates safe digital economy activity, from remittances, to paying suppliers, to 
processing mobile money, to running an online business from the smallest to the biggest. Use of 
universal safe SIDs will help everyone to prosper, while assisting in the fight against cybercrime, thus 
encouraging participation and greater shared prosperity. 

Guardians/Executors Succession Handling System 
SOS incorporates a guardians/executors system to allow processing in the event of injury causing 
biometric login to fail, or incapacity, or death, thereby handling succession issues. 

Safe Storage of Critical Personal Data 
In addition to the standard profile name, address, gender, contract details, and SSIDs list, a Personal 
SOS account allows for the storage of a small amount of personal data such as crypto personal keys, 
or critical passwords. This data storage capability is not intended for storage of large items like videos 
or images, just small in volume, but important information for the person. This secure storage in 
conjunction with the Guardians/Executors system could avoid significant losses e.g. of crypto or 
otherwise unknown accounts in the event of the death of a holder. 

Making Any Online Activity Safer 
SIDs are not restricted to financial or business use. They can be used to help make any online activity 
such as messaging, gaming, or whatever activity involving two or more people/entities safer. 
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Scammers, bullies, and criminals generally count on anonymity which SID denies them. 

Spam and scam prone email could be made more secure by the use of SIDs to identify the parties 
involved in an email, or if the email world fails to grasp the opportunity provided by SIDs to make 
email safer, then an alternative messaging system using SIDs will eventually arise to replace email. 

2.2 Entity SOS Uses 
An entity is a business, company, institution, partnership, charity, government agency etc i.e. any 
organisation or legal structure that is not a single person or individual. SOS and SIDs are used by 
entities via Entity SOS Accounts, which hold public profile data about the entity like name, address, 
registration number, contact details, etc. 

Many of the personal SOS uses of the previous section will apply to entities also, but in addition the 
following uses apply to entities specifically. 

2.2.1 Members of the Entity 
SIDs can be used by entities to identify their members e.g. directors, officers, shareholders (cap 
table), lawyers, accountants, auditors, bankers etc as may be appropriate. 

This will remove much hassle concerning management of such members lists re name, address, 
contact, and succession changes in the event of death. 

2.2.2 Transaction Identification 
Entity transactions of any kind can use SIDs to identify the parties (entity or person) involved in the 
transaction. 

Entities using Pacio’s Triple Entry Accounting (TEA) services will use SIDs in this way. It is expected 
that other business services will similarly adopt SID use. 

2.2.3 Offloading Age Verification to SOS 
Entities supplying age limited products or services can offload the friction of age verification to SOS 
for a small fee while meeting all relevant storage and privacy standards. 

2.2.4 Offloading Id Verification to SOS 
Entities can offload the friction of identity verification to SOS for a small fee while retaining full 
regulatory oversight.  

SIDs will help with the opening of accounts requiring identification, especially in jurisdictions subject 
to more onerous requirements such as applies in the Caribbean and other parts of the developing 
world subject to the Financial Action Task Force (FATF) 2025 Guidance, providing native support for 
Tiered KYC (Know Your Customer), enabling Simplified Due Diligence (SDD) for low-risk accounts and 
Enhanced Due Diligence (EDD) for higher-value corporate accounts. 

By replacing passwords and manual document scans with AI driven Face/Voice biometrics, SOS 
removes barriers for unbanked populations while offering a "Containerized" identity model that 
supports the Risk-Based Approach (RBA) mandated by the FATF. 

By adjusting for location and degree of verification required SOS can act as an Automated KYC/AML 
Sentinel for financial institutions. 

Risk-Based and Tiered KYC Approach 
A Risk-Based and Tiered KYC Approach will be used: 

FATF Requirement: Countries and entities should apply checks proportionate to the risks. 

https://www.fatf-gafi.org/en/publications/Financialinclusionandnpoissues/guidance-financial-inclusion-aml-tf-measures.html
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SOS Solution: SOS enables Tiered KYC. Banks are not forced to demand a passport for a micro-
account. 

Low Risk (Financial Inclusion): SOS allows onboarding using only Biometrics and a Phone Number 
(SSID). 

High Risk: SOS enforces the addition of government documents before releasing the token required 
for high-value transactions. 

Entities receive Attestations (True/False signals), not raw biometric data, minimizing data privacy 
liability. 

To comply with FATF Rec 20 (Suspicious Transaction Reporting), the entity (bank) hashes the SID. This 
hash tracks behaviour across the banking network while preserving user privacy, allowing for the 
detection of structuring or cross-border laundering without exposing personal data unnecessarily. 

Record Keeping 
FATF Requirement: Maintain records for at least 5 years. 

SOS Solution: The SID is permanent and recoverable via biometric login or via the guardian/executor 
SID(s) in the event of death or incapacity. 

Audit Trail: Every verification event generates a Transaction Hash on the SOS blockchain. This serves 
as immutable proof that Customer Due Diligence (CDD) was performed at a specific timestamp, 
satisfying regulatory audits even if local entity (bank) databases fail 

Public Services 
In time SOS/SID use will extend to some public services such as UBI (Universal Basic Income) services. 
It is recognised that such adoption will be slow since Taxation and other national authorities will tend 
to use national Id, or their own ids, for some time yet, but as SOS use spreads, and its universality 
and security benefits become widely understood, more public services will adopt it. 

3 SOS Benefits 
Universal Adoption Achievable 
Having a digital Id system which can be “universal” and used “everywhere” will be very convenient 
for people and greatly facilitate participation in the liberating, equalising, digital economy. No one 
system such as WordCoin “For every human” or Polygon Id, will ever get anywhere near universal 
adoption despite claims or hopes. 

SOS will be able to achieve universality for SID by working with all available ID systems, rather than 
competing with them in a false hope of somehow becoming the top dog choice. 

Permanent Lifelong ID 
A big benefit of SOS is that a SID remains fixed for life, even on moving country, changing name etc, 
as SOS will accommodate any other ID system which comes along and gains traction, without a 
person’s SID needing to change. 

No Sale of Data = Fees 
No SOS/SID data will ever be sold. A SID owner is NOT the product. But Pacio will incur costs to 
develop and run SOS, so revenue in needed to cover these costs and to provide a return on 
investment, so there will be small fees charged for Entity uses of SOS as per section 6 SOS Fees. 
Personal SOS use will remain free as part of encouraging “universal” adoption. 

SIDs are Safe 
SID data is encrypted and stored securely using blockchain technology. Only the owner with 
biometric login can view or update the data. (Data can be selectively revealed by a SID owner, but 
totally at their discretion and control.) 

https://worldcoin.org/
https://polygon.technology/polygon-id
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The biometric login guards against invalid use of a SID on a stolen device or a device found after loss. 

The guardians system allow processing in the event of injury causing biometric login to fail. 

Succession is Handled 
The guardian/executors system provides for succession in the event of incapacity or death of a SID 
owner. 

SIDs are Compliant 
With SIDs SOS bridges the gap between strict Anti-Money Laundering (AML) compliance and the 
urgent need for Financial Inclusion. SOS removes barriers for unbanked populations while offering a 
"Containerized" identity model that supports the Risk-Based Approach (RBA) mandated by the 
Financial Action Task Force (FATF). Specifically: 

• FATF 2025 Alignment: Native support for Tiered KYC, enabling Simplified Due Diligence (SDD) for 
low-risk accounts and Enhanced Due Diligence (EDD) for high-value corporate banking. 

• ISO 27566 Age Assurance: A privacy-preserving "Zero Knowledge" layer that allows users to prove 
eligibility (e.g., "Over 18") without revealing their identity, satisfying global privacy laws (GDPR, 
UK Online Safety Act). 

Better Entity Id 
SID provides a better Id for Entities by complementing existing national systems and the Legal Entity 
Identifier (LEI) system by allowing for subsidiary, branch and department information as well as a 
parent company or group Id. This level of detail is required for proper processing of many business 
transactions yet current ID systems including LEI don’t provide it.  

This addition was prompted by Pacio’s TARI system as branch and/or department information can be 
relevant to TARI, but so will this information be relevant to many other apps. 

3.1 Consequence of SOS Use 
SOS use will provide many uses and benefits as described above, but there is also a consequence 
which may not suit some people. 

SIDs do mean no anonymity. People and entities wishing to remain totally anonymous could not use 
SIDs. However, unlike with many other ID system, a SOS user may maintain privacy. Age verification 
does not require disclosure of any personal data, and for all other uses a SID owner controls what 
can be revealed from their profile. 

The argument for using and trusting SOS and SIDs is the Pacio guarantee that no SID data will ever be 
sold or used for any purpose not confirmed by the SID owner. 

The Pacio view is that the benefits of digital economy participation facilitated by a fair universal 
digital Id system where user data is never sold and remains under user control totally, far outweigh 
any loss of anonymity resulting from SOS and SIDs use. 

4 How SOS Works 
SOS works on SOS Supported Devices with SOS Accounts, SOS Supported ID Systems (SSIDSs), and 
SOS Supported IDs (SSIDs) to provide a person or business with a universal permanent self-sovereign 
digital Id called a SID. 

4.1 SOS Supported Devices 
SOS runs as an app on digital devices allowing biometric verification of the person using it using AI 
agent aided face picture and voice and/or other biometric options as available for mute people and 
as devices permit. No email or password is involved. 

https://www.gleif.org/en/about-lei/introducing-the-legal-entity-identifier-lei
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Devices to support SOS and provide verification will need to have at least a camera and microphone 
to use for identifying the user using face imaging and voice checking via an AI system. All smart 
phones, AI Pin type devices (wearable phone alternative devices), or computers with camera and 
microphone will be suitable. If a SID includes in its list of Ids an Id systems requiring more biometric 
data such as finger prints, iris scans, heart rate sensors, or other physiological characteristics or 
behavioural characteristics, then that one Id of the SID list could only be established and verified on a 
device supporting the required data. 

To prevent "Presentation Attacks" (spoofing with photos/masks), the 2026 deepfake threat, SOS 
employs ISO/IEC 30107-3 Level 2 active Face/Voice challenge-response biometrics liveness detection 
to ensure that the live user is physically present: 

• Active Liveness: Prompting the user to move or speak specific phrases 

• Passive Liveness: Analysing depth and skin texture to detect screens or masks 

To cope with the possibility of injury causing biometric login to fail e.g. if a SID owner gets punched in 
the face in a mugging, or is disfigured in a car accident or fire or whatever, SOS allows for access via a 
guardian or executor. 

4.2 SOS Accounts 
SOS manages SIDs and other optional SOS features via SOS accounts. There are two types of SOS 
account: Personal and Entity. 

Personal SOS Account 
A person has only one Personal SOS account and one SID but the account may be synced to any 
number of SOS supported devices that the person may use. There is no charge for creating and 
maintaining Personal SOS Accounts. 

First Personal SOS Account 
For a person’s first SOS account they need to create a SOS account on one device and obtain a SID. 

No data for the person needs to be entered i.e. no name, no email address, nada. No password is 
involved. Name, address etc type information comes via SSIDs added to the account. 

Creating the first SOS account requires two steps: 

• the person to take face pics and record voice phrases, as required by a recognition AI that will 
subsequently need to recognise the person to log them back in their SOS account, with other 
options to be added for mute people and/or advances in device capability for other biometric 
ways of confirming a person’s identity. 

• Addition of at least one SSID to the SOS account, chosen from the list of SOS supported Ids or 
“Self” if the person has no other digital Id. 

The SID generated for the account will be displayed and can be copied. It will not be emailed 
anywhere. 

There is nothing to be stored or copied for the SOS account as it is blockchain stored and 
biometrically identified. 

Additional Device SOS Accounts 
A person may create synced SOS accounts on other devices, provided that the other device can 
enable the biometric identification to be performed. If not, then the SOS account on the original or 
first device may need to have extra biometric options added. 

No SID creation is involved with an additional device SOS account as a person has just one SID, 
created at the time of creation of the first SOS account. 

Guardians/Executors and Succession Handling 
Every SID owner will be encouraged to nominate up to three guardians, executors, beneficiaries, or 
succession handlers, nominated by SID of course, to process the SOS account in the event of injury 

https://www.investors.com/news/technology/artificial-intelligence-humane-ai-pin-starts-consumer-ai-device-race/
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causing biometric login to fail, death or incapacity. This will include abuse provisions such a time limit 
since last verified biometric access, and approval by a nominated number of guardians/executors. 

This guardian/executor ability will complement the work in progress to make Ethereum blockchain 
use more generally accessible: Account Abstraction (ERC-4337): How It’s Changing Web3 UX 

Personal SOS Account Personal Data 
In addition to the standard profile name, address, gender, contract details, and SSIDs list, a Personal 
SOS account allows for the storage of a small amount of personal data such as crypto personal keys, 
or critical passwords. This data storage capability is not intended for storage of large items like videos 
or images, just small in volume, but important information for the person. 

If this feature attracts demand with requests for greater capacity it may become appropriate to 
expand this capacity for a fee. 

Entity SOS Account 
Entity SOS accounts are for businesses, companies, partnerships, charities, government agencies etc 
i.e. any “entity” not a single person or individual. Entity SOS accounts include profile data about the 
entity like name, address, registration number etc. 

A person logged in to a Personal SOS account can create an Entity SOS Account for which profile data 
is not optional. 

An Entity SOS account can have multiple personal SOS accounts linked to it, with different access 
rights. 

Entity SOS account creation and use do attract small fees as defined in section 6 SOS Fees as part of 
the SOS promise that SOS data is never sold – so that SOS users are not the product as they are with 
so called “free” social media and search offerings. 

SOS Account Storage 
SOS Account data will be stored using the Ethereum L2 blockchain chosen for TEA as described in the 
Pacio White Paper. 

All SOS data is encrypted so that only the owner can view the data. (Data can be selectively revealed 
by a SID owner, but totally at their discretion and control.) 

4.3 SOS Supported ID System (SSIDS) 
SOS works with ALL national and other digital Id systems that gain traction, using a list of a selection 
of the other digital Ids appropriate to a SID owner. 

An ID system making up one of “ALL digital Id systems that gain traction” is called a SOS Supported ID 
System (SSIDS).  SSIDSs are listed in the Appendix A: SOS Supported ID Systems. 

The list of SSIDSs will be dynamic to allow for changes over time for new ID systems being added to 
the list, or for systems being removed from the list if use of the system dies or drops below a useful 
level. 

4.4 SOS Supported ID (SSID) 
An Id from one of the SOS supported ID systems used as part of a list of Ids making up a SID is called 
a SOS Supported ID (SSID). 

Each SSID will have a Veracity Score which can be reviewed over time: 

• Low Veracity SSIDs: Phone Number, Email, Social Media handle. 

• High Veracity SSIDs: National ID Card, Passport (NFC Verified), Tax ID, Bank Account Reference. 

• Biometric SSIDs: Facial Age Estimation (AI-derived age range for users without documents). 

https://medium.com/@vforqa/account-abstraction-erc-4337-how-its-changing-web3-ux-218113cb6108
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4.5 SID 
The final outcome of SOS working on a SOS Supported Device with SOS Accounts, SOS Supported ID 
Systems (SSIDSs), and SOS Supported IDs (SSIDs) is to provide a person or business with a universal 
permanent self-sovereign digital Id called a SID. 

SIDs provide safe verification of self to others, and verification of the other person/persons or 
entity/entities involved in an online interaction, whether financial or not. 

A SID will remain fixed for life, even on moving country, changing name etc, and regardless of how 
many new Digital Id systems are created, as SOS will roll them into the mix also, while the SID itself 
stays unchanged. 

The SID acts as a container for SSID verifiable attributes linked to the user, with the SID’s veracity 
score being calculated from its SSIDs. The more SSIDs a user adds, the higher their Veracity Score. 

SOS calculates a dynamic trust score (0-100) based on the SSIDs in the container. Entities can use this 
score to automate risk decisions: 

• Score < 50: Trigger Simplified Due Diligence (Low Limits). 

• Score > 80: Enable Full Banking Services (High Limits). 

Adoption 
Pacio accepts that SOS adoption will be progressive, so SIDs and SOS Account use will be 
implemented in two ways: 

• Where an app accepts SIDs at or above a certain ranking for ID purposes. This will allow the start 
of TEA applications development as Pacio apps will accept SIDs. 

• Where an app does not (yet!) accept SIDs directly but does accept one of the SOS supported ID 
systems, i.e. one specific SSID, with SOS to handle verification as required for an app requiring 
that particular SSID. 

5 SOS Development 
SOS will be developed by a small team, initially just 2 people, assisted by AI coding tools, growing to 4 
post funding. The planned stages are: 

Stage 1 

• SOS admin web app for maintenance of the list of SSIDS 

• Personal SOS Account Mobile app for Apple and Android phones with AI agent help to: 

o Create and maintain a personal SOS account and SID, without succession aspects 

o Add an SSID to a SID by choosing a SSID system from the list of SOS supported ID systems, 
entering the ID, and verifying ownership of that Id by whatever method that system uses 

o Log in to a personal SOS account with biometric verification, including automatic updating for 
any SSID changes 

o View SOS account information including its SID and SSID(s) 

o Develop the API for Id confirmation for an app or site which accepts SIDs e.g. TEA by Pacio 

o Develop the API for age verification to an app or site 

• Entity SOS Account web app with AI agent help to: 

o Create and maintain an Entity SOS account with admin members or just enough to start id 
and age verification operations 

Development time: 4 months 

SOS Stage 1 would be an MVP showing Proof of Concept. It would be sufficient to allow TEA 
development to start with transaction parties defined by SIDs. 
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Stage 2 
Extend Entity SOS Account operations for: 

• Charging fees 

• Adding and maintaining Members of all types (Admins, Officers, Shareholders etc) defined by 
their SIDs 

• Confirm a SSID of a SID to an app for logging in to that app where an app does not (yet!) accept 
SIDs directly, but does accept one of the SOS supported ID systems, i.e. one specific SSID, with 
verification to be handled as required for an app requiring that particular SSID 

Development time: 2 months or 6 months total 

SOS Stage 2 would allow marketing and revenue earning to start. 

Ongoing Development 
After Stage 2, development would be ongoing with frequent updates, typically monthly. These plans 
would be influenced by experience with the first two stages and by market feedback, but are 
expected to cover: 

• Addition of succession handling to SOS Personal Accounts 

• Addition of limited data storage to SOS Personal accounts for such things as crypto private keys 
and passwords 

• More options for age verification and id confirmation with potential adherence to different 
standards according to location or entity requirements 

• Addition of storage options by region to meet standards requirements 

• More payment options 

• Cap table type operations for Entity SOS Accounts 

• Reports for Entity SOS accounts on SID usage 

• ….. according to user demand and feedback 

6 SOS Fees 
No SOS/SID data will ever be sold. SID owners are NOT the product as they are with so called “free” 
social media and search offerings. But Pacio will incur costs to continuously develop, maintain, 
support, and run SOS. To cover these costs and provide a return on investment, small transparent 
fees will be charged for Entity uses of SOS. Personal SOS use will remain free. 

The proposed fees for SOS are designed to encourage universal adoption while sustaining the 
system. Market research and the revenue potential are discussed in Appendix B: Market Research 
and 2026 Strategic Landscape and in the Pacio Business Plan. 

The fact that entity use fees will be charged should actually be seen as positive, as otherwise the 
promise of “No SOS/SID data will ever be sold” would not be believable. 

The proposed SOS fees are: 

Personal SOS Account 

• All Personal SOS account and SID operations: free 

• Data storage – personal vault feature: fee yet to be decided pending development and market 
feedback 
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Entity SOS Account 

• Age Verification Check (Zero Knowledge): $0.10 per check (significantly lower than legacy KYC) 

• Onboarding Tier 1 Verification (SDD - Financial Inclusion): $0.10 (subsidised to promote adoption) 

• Onboarding Tier 2 Verification (EDD - KYC Data Release): $1.00 

• Login to an app: $0.10 

• Token Validation: Micro-fee payable in Pacio stablecoin or credits [Details to come as Pacio 
stablecoin design and development proceeds] 

• Entity Cap Table operations: To be decided as scope and features are developed 

Why Should Entities Pay for SOS? 
Cheaper, Easier, Faster, Less Liability, Permanece! 

Compliance: Businesses instantly meet age verification laws (UK Online Safety Act, EU DSA, US State 
Laws, , Australia’s Online Safety Amendment (Social Media Minimum Age) Act) with ISO-certified 
audit trails. 

Liability Shift: By using SOS, businesses shift the liability of fake IDs to the SOS framework. 

Privacy: Users pay nothing to ensure their data is never sold or tracked. 

Banks receive Attestations (True/False signals), not raw biometric data, minimizing data privacy 
liability. 

Payment of Fees 
Fees will be payable via monthly card or PayPal charges, and/or mobile money, and/or via the Pacio 
stablecoin to be created.  

7 Conclusion 
Pacio considers SOS to be a good project in its own right as per this document, and a good starting 
point for the Triple Entry Accounting by Pacio project. 

Business aspects of SOS are discussed in the separate Pacio Business Plan. 

 

Pacio Core Ltd 
Hewanorra House, Pointe Seraphine, Castries, LC04 301, Saint Lucia 

Site: pacio.io  
Email: pcl@pacio.io 
Copyright © 2026 Pacio Core Ltd. All rights reserved. 

https://pacio.io/docs/PacioBusinessPlan.pdf
https://pacio.io/
mailto:pcl@pacio.io
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Appendix A: SOS Supported ID Systems (SSIDSs) 
The SOS architecture is agnostic and additive. SOS does not compete; SOS aggregates. The SSIDS list 
is dynamic, categorized by the Veracity Score they contribute to a user's SID. The list is dynamic to 
allow for changes over time for new ID systems gaining scale, or for systems being removed from the 
list if use of the system dies or drops below a useful level. 

a) Global / Big Tech (Base Authentication) 

Low Veracity, High Convenience. Used for basic login and account recovery. 

• Passkeys (FIDO2): Apple ID, Google Account, Microsoft Entra ID. 

• Social & Messaging: WhatsApp, X (Twitter), LinkedIn, Telegram (TON). 

b) Sovereign & Government (High Veracity) 

Gold Standard for FATF Compliance. Used for banking and high-value transactions. 

• mDL (Mobile Driver’s License - ISO 18013-5): Support for US States (AZ, CA, CO, GA, IA, MD, UT) 
and automated Apple/Google Wallet extraction. 

• eIDAS 2.0 (EU Digital Identity Wallet): Full integration with the EU Architectural Reference 
Framework (ARF) for cross-border European verification. 

• National Digital Stacks: 

o India: Aadhaar / India Stack (OIDC/Mosip) 

o Singapore: Singpass (NDI) 

o Brazil: GOV.BR / Carteira de Identidade Nacional 

o UK: GOV.UK One Login (DIATF certified) 

o Other national systems according to demand 

c) Web3 & Self-Sovereign (Privacy Preserving) 

Used for Zero-Knowledge (ZK) proofs and crypto-native operations. 

• World (formerly Worldcoin): Proof of Personhood (Iris) for Sybil resistance 

• Privado ID (formerly Polygon ID): ZK-proofs for age/citizenship without data reveal  

• ENS / Unstoppable Domains: Web3 handle resolution. 

d) Enterprise & Entity Identifiers 

• LEI (Legal Entity Identifier): Integration with GLEIF for verifiable business identity. 

• VerifiableLEI (vLEI): Cryptographically verifiable representation of the LEI. 

ID Systems by Type 
Centralised - is one where a single authority issues, manages, and verifies the identities of the users. 
The authority has full control over the data and the access to the system 

data - smart cards, microchips, iris, finger prints, facial. GPS, NFC. Passports. Drivers, Birth Certificates 

German Personalausweis, T-Systems, IATA Travel API, India Aadhaar, Brazilian Carteira de Identidade, 
Bhutan NDI app, Canada RSA ID plus, ID.me, verifiableLEI, USA Instnt MultiPass, Ukraine Diia, Spain 
Signicat ISTEC , Denmark MitID, UK ShareRing, British Columbia Services card, Swizz Procivis One, 
Jamaica NIDS, Ireland HID, Columbia SoYo, 

Federated is one where multiple authorities cooperate to issue, manage, and verify the identities of 
the users. The authorities share some data and trust among themselves, but they also 

maintain some autonomy and privacy- usename, password, 2nd factor, one time password, push 
notification, security key, biometerics. FOB plus SOS to allow for more corp id responsibilities. 
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IDverse, Apple, Google, Okta, FaceBook, LinkedIn, Persona, Yot, IDEMIA, Morpho - Trulioo, OneLogin, 
Ping Identity, MS Azure Active Director, JumpCloud, Oracle Identity Cloud, Auth0, ForgeRock, AWS 
ID, DigiCert, SecureAuth, Thales 

User centered/SSI A decentralized digital identity system is one where no single authority issues, 
manages, or verifies the identities of the users. The users have full control over their own data and 
the access to the system. They can create, store, and share their identities using peer- to-peer 
networks, cryptography, and blockchain technology. Examples of decentralized digital identity 
systems are self-sovereign identity (SSI), Bitcoin addresses, and Ethereum accounts.- VC, DID, linked 
data proofs, smart contracts, 

IN Groupe, Yubico, GUnet - Hyperledger Indy, Sovrin, Jolocom, IOTA, uPort, Veres One, Civic, Selfkey, 
SSI IoT Elia Grou, DVCC Japan, 

More Classification Naming 

• Authentication platforms: These are platforms that provide secure and convenient ways to verify 
the identity of users and devices across various channels and applications. They typically use 
methods such as passwords, biometrics, tokens, or certificates to authenticate users and devices. 
They may also support single sign-on (SSO), multi-factor authentication (MFA), or adaptive 
authentication to enhance security and user experience. Examples of authentication platforms are 
Okta1, Auth02, and SecureAuth. 

• Authorization platforms: These are platforms that provide granular and dynamic control over the 
access rights and permissions of users and devices to various resources and services. They 
typically use policies, roles, or attributes to define and enforce who can access what, when, 
where, and how. They may also support identity federation, delegation, or consent to enable 
interoperability and collaboration across different domains and organizations. Examples of 
authorization platforms are Ping Identity3, VMware Workspace One Access4, and CyberRes NetIQ 
Identity Management. 

• Identity management platforms: These are platforms that provide comprehensive and 
centralized management of the lifecycle and attributes of users and devices. They typically include 
functions such as identity provisioning, deprovisioning, synchronization, governance, and 
administration. They may also support identity analytics, reporting, or auditing to monitor and 
improve the performance and compliance of the identity system. Examples of identity 
management platforms are OneLogin5, BIO-key PortalGuard, and Thales Digital ID Services 
Platform2. 
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Appendix B: Market Research and 2026 Strategic Landscape 

Pacio has analysed the fragmentation of the global identity market to position SOS not as another 
silo, but as the interoperability layer (The "Visa" of Identity). 

Revenue Validation Data 

• Juniper Research (2025): Predicts digital identity verification checks will exceed 90 billion annually 
by 2027. 

• Cost of Fraud: Generative AI fraud (Deepfakes) increased account takeover costs by 40% in 2025. 
Entities are desperate to offload this risk to a specialized layer like SOS. 

The Regulatory Drivers (Why Entities Will Pay) 

• FATF Recommendation 16 & 25 (2025 Revision): The "Travel Rule" now extends to un-hosted 
wallets and decentralised identifiers. Banks in the Caribbean and Global South risk being de-risked 
by correspondent banks if they cannot prove the identity behind a wallet. SOS solves this via the 
SID Hash. 

• OECD Crypto-Asset Reporting Framework (CARF): Requires automated tax reporting for crypto 
assets. SOS links wallets to SIDs to automate this compliance. 

• Age Assurance Laws: 
o UK Online Safety Act & Australia’s Social Media Minimum Age Act: Strict liability for platforms. 

o SOS Advantage: By utilizing ISO 27566-1 (Anonymous Age Assurance), SOS removes the 
liability of storing birth dates from the Entity. 

Technology Standards & Interoperability 
SOS is built on open standards to ensure longevity and "Universal" adoption: 

• W3C Decentralized Identifiers (DIDs): The core format for SIDs. 

• Verifiable Credentials (VCs): The format for the attestations inside the SID container. 

• OpenID for Verifiable Presentations (OID4VP): The standard protocol for sharing ID data between 
a wallet (SOS) and a verifier (Bank/App). 

Regional Market Intelligence (2026 Snapshot) 

Region Status SOS Opportu0nity 
 

Europe 

eIDAS 2.0 Live. Wallets are 

mandatory for member states. 

SOS acts as the "Merchant Gateway" allowing 

non-EU apps to accept EU Wallet credentials 

easily. 

 

 
Africa 

DPI (Digital Public Infrastructure) is 

booming (Kenya Maisha Namba, 

Nigeria NIMC). 

Banking access is high, but cross-border trade is 

hard. SOS facilitates intra-African remittances by 

harmonizing disparate National IDs. 

 

Caribbean 

 
De-Risking Crisis. High cost of 

compliance. 

SOS reduces KYC costs from 4.00to0.10, 

enabling Financial Inclusion for island nations. 

 

 
USA 

Fragmentation. No federal ID; 50 

disparate State mDLs 

+ Private sectors (Clear, ID.me). 

SOS aggregates state mDLs into one consistent 

API for businesses. 
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Competitive & Partner Ecosystem 

• Liveness & Biometrics (Partners) 

o FaceTec / iProov: Leaders in 3D Face Maps and Liveness (critical for preventing Deepfake AI 
attacks) 

• Background Verification (Integrations) 

o Sumsub / Trulioo: For high-level document extraction when government APIs aren't available. 

• Identity Orchestration (Competitors/Partners) 

o Okta / Ping Identity: Focused on employee enterprise access. 

o SOS Differentiation: SOS focuses on Customer/User identity and Succession (Death protocols), 
which enterprise tools ignore 

 

 


